


FALCON™ FRAUD MANAGER

Protect Members with Sophisticated Scoring Software

and Data Analysis

Falcon™ scores transactions and analyzes data, determining
patterns for each cardholder. This powerful combination of
scoring software and data analysis gives your credit union
an extremely effective tool for managing member card risk.
Complementing Falcon™ is CO-OP Concierge — a convenient
service — providing everything you need to manage traveling
members. These services can be used for PIN and signature
debit transactions.

Scoring

Falcon™ Fraud Manager uses a unique decision-making
function that actually learns by example as the software
analyzes more data and adapts to new patterns of fraud
and to a cardholder’s spending behavior. This sophisticated
approach increases the number of fraudulent transactions
detected while minimizing impact to legitimate card-

holder transactions.

Falcon™ calculates and assigns a score to each transaction
using detailed neural network models based on individual
cardholder habits and debit card industry usage.

This score indicates the likelihood of a fraudulent transaction
and is the first criterion for additional action. Scoring

thresholds determine whether a case is created and what
priority it receives for review by a fraud analyst.

Using Falcon Real-time Decisioning, highest risk transactions
are scored prior to an authorization request response and
denied if the score indicates a high probability of fraud.

This option allows fraud to be prevented on the riskiest
transaction attempts.

CO-0OP Concierge

With CO-OP Concierge, you can avoid unwanted fraud
blocks for traveling and VIP cardholders by providing
detailed contact information and individualized case
handling instructions. It's simple:

Traveling cardholders contact their credit union to submit
their travel plans and contact information to facilitate contact
with them if suspicious activity occurs while they’re away
» The system can track multiple trips, destinations and
contact options — including international phone numbers
» The credit union can decide, by cardholder, whether
a temporary block should be placed in the event the
cardholder cannot be reached to reduce interruption
to VIP cardholder usage while traveling
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Case Management

Following up on suspected fraud is time-consuming and
labor-intensive. Let CO-OP’s fraud analysts handle the cases

for you. Fraud analysts work in a secure Card Member Security

Center in our corporate office — staffed 7 days a week, 365

days a year. Cases are worked in order of assessed risk, with

the highest risk cases receiving first priority.

Analysts investigate and respond to cases created by
Falcon™ within hours.

« First, they contact the cardholder to verify whether
suspect activity was legitimate. If the cardholder
cannot be reached and the Falcon™ score warrants it,
a temporary block is placed on the card account. Once
the cardholder verifies that a suspect transaction is
legitimate, the temporary block is removed.

« If fraud is confirmed by the cardholder, analysts use a
permanent fraud block to prevent subsequent activity
Your credit union staff can respond quickly and accurately
to member inquiries.

« Informative Case Detail Reports are faxed or emailed to
your credit union each time a block is added or removed
on a card.

« A daily Client Summary Report and a monthly Falcon™
Statistics Report are provided, including totals of
transactions scored, cases created and fraud blocks
placed each day.

Start protecting your members now!

Falcon’s streamlined implementation process makes

it easy to get started. Please contact our Business
Development Department at 800.782.9042, Ext. 7140,
or send an email to sales@co-opfs.org.

CO-0OP Financial Services
9692 Haven Avenue
Rancho Cucamonga, CA 91730

www.co-opfs.org






